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Abstract i

Los servidores son una parte muy importante de una infraestructura de redes ya que estos
se encargan de proveer servicios a los clientes tales como almacenamiento de archivos,
distribucién de algunas aplicaciones, seguridad, alta escalabilidad, centralizacion de la red, entre
otras muchas ventajas, todo esto con el proposito de satisfacer al usuario final. Los servidores
deben tener ciertas caracteristicas fisicas para poder cumplir con requisitos de rendimiento y
disponibilidad. El software y el hardware de un servidor son generalmente muy determinantes,
un hardware regular de un computador personal no puede servir a cierta cantidad de clientes y no
podria soportar la escalabilidad por parte de usuarios y demas maquinas debido al alto
requerimiento de rendimiento, hay otro factor que influye en esta parte, es la de infraestructura
fisica, de nada sirve tener un servidor con excelentes caracteristicas si tenemos una
infraestructura de red deficiente, lenta e inestable, se debe garantizar una wvelocidad apta,
redundancia en la red y se recomienda al menos cableado de fibra dptica para garantizar una alta
velocidad en la transmision de datos, buen ancho de banda y el ofrecimiento Optimo de los
servicios hacia los usuarios finales.

En las proximas péginas de este pequefio anexo se desarrollara la configuracion de diferentes
servidores para propositos que se explicardn mas adelante.
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Capitulo 1

Desarrollo de contenidos

Junto con el profesor Pedro guerrero, asesor de nuestro trabajo de grado y cabeza del
semillero de redes, se ha instalado, configurado y administrado una serie de servidores
para cubrir las diferentes necesidades de los usuarios y resolver varios problemas que se
presentan en las diferentes infraestructuras.

En el laboratorio de radiopropagacion ubicado en el sexto piso remotamente accedimos a
un servidor ubicado en el departamento de Putumayo para realizar la instalacion de un
servidor proxy transparente para asi mejorar un poco la seguridad de la red, mejorar la
velocidad de navegacion de los usuarios, mejorar la calidad del servicio en la navegacion
en internet, disminuir notoriamente el ancho de banda y la latencia y tener una
administracion centralizada de la misma.

Link de descarga Pfsense: https:/pfsense.org/download/

La configuracion fue la siguiente:

ound-trip minsavgsmax/stddev = 19.052,/20.149-21.169/0.822 m=s
[2.3.2-RELEASE]l[root@Ingenieros.localdomainl- root:

Exit

pesex Welcome to pfSense 2.3.2-RELEASE (i386 full-install) on Ingenieros s

WAN (wan) -> xn@ -» vwi: 192.168.255.2-30
LAN1 (lan) -» xnl -» vi: 192.166.100.1-24
GESTION (optl) -> xnZ -» vi: 192.168.254.11-24
LANZ (optZ) -» xn3 -» v 172.16.48.1-22
LAN3 (opt3) -» xn4 -» v 172.16.40.1,22
LAN4 (opt4) —» Xnd -» v 172.16.44.1,22
LANS (opt5) —» xnb -» vi: 192.168.101.1-24

Logout (S35H only) 9) pfTop

fAissign Interfaces 10) Filter Logs

Set interface(s) IP address 11) Restart webConfigurator
Reset webConfigurator password 1Z2) PHP shell + pfSense tools
Reset to factory defaults 13) Update from console

Reboot system 14) Enable Secure Shell (sshd)
Halt system 15) Restore recent configuration
Ping host 16) Restart PHP-FPM

Shell

nter an option:



https://pfsense.org/download/

Para llevar a cabo esto instalamos una maquina virtual en el hipervisor XenServer, el
sistema operativo implementado fue Pfsense. A continuacion se mostrara paso por paso
la instalacion, configuracion y administracion.

Esta es la pantalla con la que nos encontraremos la primera vez que iniciemos desde el
ISO, solo esperamos hasta que entremos a la siguiente pantalla.

elcome to pfSense

1. Boot Multi User [Enterl

2. Boot [8lingle User

3. [Esclape to loader prompt

4. Reboot ______/ Sense
N

Options:

5. [Klernel: kernel (1 of 2)

6. Configure Boot [Dlptions...

Autoboot in 9 seconds. [Spacel to pause

En esta parte bajamos hasta el final y aceptamos todos los ajustes.

F18-Refresh Display

Your selected ewvironment uses the
following console settings, shown in
parentheses. Select any that you wish
to change.

< Change Uideo Font (default) >
< Change Screemmap (default) >
< Change Keyrmap (default) >

< fAccept these Settings )|



Seleccionamos la instalacion facil.

F18=Refresh Display

Choose one of the following tasks to
perform.

< Custom Install >

< Rescue config.xml >
< Reboot >

< Exit >

Invoke Installer with minimMal questions

Confirmamos.

To direct input to this virtual machine, press Ctrl+

1B8=Refresh Display

Easy Install will automatically install
without asking any questions

WARNING: This will erase all contents
in your first hard disk! This action is
irreversible. Do you really want to
cont inue?

If you wish to have more control on
your setup, choose Custom Installation
from the Main Menu.

L] < Cancel >




Y esperamos a que el sistema operativo realice las respectivas instalaciones.

To direct input to this virtual machine, press Ctrl+G.

F18=Refresh Display

susr/binstar -C smnt/ -xzpf sinstall/pfSense.txz
i 5% 1

Seleccionamos un kernel estdndar y presionamos enter.

To direct input to this virtual machine, press Ctrl+G.

F1B=Refresh Display

You may now Wish to install a custom RKernel configuration

< Standard Rernel >

< Evbedded kernel (no UGA console, keyboard >



Por ultimo nos pedira que reiniciemos y retiramos la imagen 1SO.

F18=Refresh Display

This machine is about to be shut doun
After the machine has reached its
shutdown state, you may remove the CD
from the CD-ROM drive tray and press
Enter to reboot from the HDD.

ST < Return to Select Task >

En esta pantalla nos muestra como son las credenciales de usuario con las que podemos

acceder por primera vez al sistema.

pfSense is now rebooting

After the reboot is complete, open a web brouser and
enter https:~#-192.168.1.1 (or the LAN IP Address) in the
location bar.

You might need to acknowledge the HTTPS certificate if
your brouser reports it as untrusted. This is normal
as a self-signed certificate is used by default.

*DEFAULT Usernamex: admin
*DEFAULT Password=: pfsense

Rebooting in 5 seconds. CTRL-C
Rebooting 4 seconds. CTRL-C
Rebooting 3 seconds. CTRL-C
Rebooting 2 seconds. CTRL-C
Rebooting in 1 second.. CTRL-C

pfSense is now rebooting.
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En algunas ocasiones nuestro servidor nos configurara IPs automaticamente, de no ser asi
se puede configurar seleccionando la opcion nimero 2.

Generating RRD graphs
Starting syslog...done

Starting CRON... domne.

pfSense (pfSense) 2.3.2-RELEASE amd64 Tue Jul 19 12:44:43 CDT 2016
Bootup complete

FreeBSD-amd64 (pfSense.localdomain) (ttyvd)
=% Helcome to pfSense 2.3.2-RELEASE (amd64 full-install) on pfSense seesx

WAN (wan) -> em8 -> v4/DHCP4: 192.168.1.66-24
LAN (lan) -> eml -> v4: 192.168.1.1-24

B) Logout (SSH only) 9) pfTop
1) Assign Interfaces Filter Logs

2) Set interface(s) IP address Restart webConfigurator

3) Reset webConfigurator password PHP shell + pfSense tools

4) Reset to factory defaults 1 Update from console

5) Reboot system Enable Secure Shell (sshd)
6) Halt system Restore recent configuration
7) Ping host Restart PHP-FPM

8) Shell

Enter an option: 2J|

Nos mostrard esta opcion y podremos configurar nuestras redes como deseemos.
Nota: Por defecto pfsense solo permite acceder a la configuracion web solo por su
interfaz LAN.

To direct input to this virtual machine, press Ctrl+G.

=% Helcome to pfSense 2.3.2-RELEASE (amd64 full-install) on pfSense seesx

HAN (nan) -> emd -> wv4/DHCP4: 192.168.1.66-24
LAN (lan) -> eml -> v4: 192.168.1.1-24

Logout (SSH only) pfTop
Assign Interfaces Filter Logs
Set interface(s) IP address Restart webConfigurator
Reset webConfigurator password PHP shell + pfSense tools
Reset to factory defaults 1 Update from console
Reboot system Enable Secure Shell (sshd)
Halt system Restore recent configuration
Ping host Restart PHP-FPM

8) Shell

Enter an option: 2

Available interfaces:

1 - WAN (emMB - dhcp, dhcpB)
2 — LAN (eml - static)

Enter the mumber of the interface you wish to configure: 2f|




Seguiremos los pasos Yy al final nuestra nueva red quedara lista para que nuestro servidor
pfsense pueda ser administro via web.

2 - LAN (eml - static)
Enter the number of the interface you wish to configure: 2

Enter the new LAN IPv4 address. Press <ENTER> for nomne:
> 192.168.18.254

Subnet masks are entered as bit counts (as in CIDR notation) in pfSense.
e.g. 255.255.255.8 = 24

255.255.0.8

255.8.8.08 =

Enter the new LAN IPv4 subnet bit count (1 to 31):
> 24

For a LAN, enter the wnew LAN IPvd upstream gateway address.
For a LAN, press <ENTER> for none:
>

Enter the new LAN IPu6 address. Press <ENTER> for nome:
>

Do you want to emable the DHCP server on LAN? (y/m) m
Disabling IPv4 DHCPD...Disabling IPu6 DHCPD. ..
Do you want to revert to HTTP as the webConfigurator protocol? (y/m) nf

Con la direccion que se nos indica accederemos para configurar el servidor por primera
vez.

DHCPD. ..

The IPv4 LAN address has beem set to 192.168.18.254/24
You can mou access the webConfigurator by opening the following URL in your web
browser :

https:is/192.168.18. 254/

Press <ENTER> to continue.
#xx% Welcome to pfSense 2.3.2-RELEASE (amd64 full-install) on pfSense =xx

HAN  (uan) -> emdl -> vd4/DHCP4: 192.168.1.66-24
LAN (lamn) -> eml -> v4: 192.168.18.254/24

8) Logout (SSH only) piTop

1) RAssign Interfaces Filter Logs

2) Set interface(s) IP address Restart webConfigurator

3) Reset webConfigurator password PHP shell + pfSemse tools

4) Reset to factory defaults 13) Update from console

5) Reboot system Enable Secure Shell (sshd)
6) Halt system Restore recent configuration
7) Ping host Restart PHP-FPM

8) Shell

Enter an option: JI
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En un PC cliente agregamos una IP en el mismo segmente de red para poder acceder a

configurar nuestro servidor via web.
I e " r_:d' t it to this virtual hi CtI+GW i

Firefor | aboutzpreferencesitadvanced T | TE 9 ¥ A0 =
Windous IP Configuration
Ethernet adapter Local Area Connection:
Connecti cific DNS Suffix :
IP Address. - . . . = = = . . .168.18.3
Subnet 55255 [
Default Gateway . . . . - - .
C:\Documents and Settings\Admind>ping 192.168.
eply From 192 168.108.254: 2 timeims r browser health LEREER
Reply from 192 168.1@.25 2 timelims
Reply from 192.168.1@.254: 2 timeims
MReply From 192.168.10.254: 2 timedins
. L .
i11 con wiith Mozila to help us Learn More
. Average
v Enable Crash Reporter
Firefox submits crash reports to help Mozila make your browser more stable and secure MEEREER
5 |

i/ start| @ Options - Mozilla Firefox B3 C:\WINDOWS ' system... @ % 09:08pm

Esta es la pagina que nos encontraremos, accedemos con las credenciales descritas

anteriormente.
' @ Login P + =121

w'/(--ﬂ https: {192,166, 10.254 - H Search |'ﬁ E 9 3 A O =

n to pfSense

Username admin

Password

i start| | @ Login - Mozilla Firefox B C:\WINDOWS!system3z. .. @ % 03:08pm



Empezaremos con una configuracion basica, daremos next.
e "

€) P @ titps:[192.168.10,254 wizard, phpmimi=setup_wizard xml e ][ Q search lve @ 3+ & ® =

N~ Status ~

gl
Wizard / pfSense Setup / (2]

COMMUNITY EOITION

pfSense Setup

This wizard will provide guidance through the initial configuration of pfSense.

The wizard may be stopped at any time by clicking the logo image at the top of the screen.

Electric Sheep Fencing LLC. view licensel

hitps:/192.168. 10,254 wizard.php?xmi=setup_wizard xmh#

4istart| | @ pfSensedocaldomain ... |G CIWINDOW/Sisystem32. .

Damos siguiente.
e s

€ ) B Hips 192166, 10,254 nizard phptri=setup_wizard <l < H Search |ﬁ B 9 4 A S =

COMMUNITY EDITION

Wizard / pfSense Setup / Bling your pfSense with pfSense Gold (~]

Bling your pfSense with pfSense Gold

Feel the power of a pfSense Gold subscription. Receive special benefits while supporting ongoing development of the Open Source pfSense project.
Benefits include access to our AutoConfigBackup secure cloud based backup service for up to 10 hosts, pre-publication access to the updated pfSense:
The Definitive Guide book in PDF, fully updated for the pfSense 2.1 release, and a monthly online MeetUp! Video conference to discuss and demonstrate

advanced features and architectures using pfSense.

Go to pfSense Gold Subscriptions to sign up now.

Electric Sheep Fencing LLC e TeETEr

start| | @ pfs in... B8 CWINDC! @ % 03:28pm
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En este paso pondremos nombre a nuestro servidor, dominio si tenemos, DNS primeros y
secundarios y deshabilitamos la opcion de que nos entregue DNS por DHCP en la red

() @ | hitps:/i192.166.10.254wizard phpTxri=setup_vizard. sl e ][ Q search lve @ 3+ & ® =

COMMUNITY EDITION B

Wizard / pfSense Setup / General Information (2]

General Information

On this screen the general pfSense parameters will be set.

Hostname Ingenieros

EXAMPLE: myserver

Domain MyDomain

EXAMPLE: mydomain.com

The defautt behavior of the DNS Resolver will ignore manually configured DNS servers for client queries and query root NS servers directly. To use the
manually configured DNS servers below for client queries, visit Services » DNS Resolver and enable DNS Query Forwarding after completing the wizard.

Primary DNS Server 200.13.249.101
Secondary DNS Server 200.13.224.254

Override DNS [ Allow DNS servers to be overridden by DHCP/PPP on WAN

Fencing LLC. view license|

4istart| | @ pfSensedocaldomain ... |G CIWINDOW/Sisystem32. . @ % 09:z9p.m

Seleccionamos nuestra zona horaria y el respectivo servidor NTP y continuamos con la

configuracion.

() @ | hitps:/i192.166.10.254wizard phpTxri=setup_vizard. sl e ][ Q search v e © 3+ & ® =

COMMUNITY EDITION

Wizard / pfSense Setup / Time Server Information 2]

Time Server Information

Please enter the time, date and time zone.

Time server hestname 0.south-america.pool.ntp.org

Enter the hostname (FQDN) of the time server

Timezone | America/Bogota M|

eep Fencing LLC. view license!

4istart| | @ pfSensedocaldomain ... |G CIWINDOW/Sisystem32. . @D % 0943pm,
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En esta parte configuraremos nuestra red WAN, en este caso la configuraremos con IP

estatica y damos en siguiente.
e ][ searen [ #8 © ¢ & ® =

(€ ) @ | https:}i192.168.10.254jwizard phpPxri=sstup_wizsrd. il

Xsen

UNITY EDITION

Wizard / pfSense Setup / Configure WAN Interface
b

Configure WAN Interface
On this screen the Wide Area Network information will be configured.

B

SelectedType Static

General configuration

MAC Address
This field can be used to modify ('spoof’) the MAC address of the WAN interface (may be required with some cable connections). Enter a MAC address in
the following format: xecececenoenc or leave blank
MTU
Set the MTU of the WAN interface. If this field is left blank, an MTU of 1492 bytes for PPPoE and 1500 bytes for all other connection types will be
assumed
MSs

If a value is entered in this field, then MSS clamping for TCP connections to the value entered above minus 40 (TCP/IP header size) will be in effect. If this
field is left blank, an MSS of 1492 bytes for PPPoE and 1500 bytes for all other connection types will be assumed. This should match the above MTU

valuein most all cases,

Static IP Configuration
IP Address 192.168.1.200 2
@ % 03s4pm
=lglx|

i/ start fS in ... CHWINDO
@
'WDfSEnsa.In[aldnmainVW\zard A+
G |[@ saren |%#e © ¢ # ® =
=l

@ | hitps:fi152. 168, 10.254jwizard phpmxml=setup_wizard x|

|L

value in most all cases

Static IP Configuration

IP Address 192.168.1.200
Subnet Mask 24

Upstream Gateway 192.168.1.254

DHCP client configuration

DHCP Hostname
The value in this field is sent as the DHCP client identifier and hostname when requesting a DHCP lease. Some ISPs may require this (for client

identification).

PPPoE configuration
PPPoE Username
PPPoE Password

ShowPPPGE password I Reveal password characters

PPPoE Service name
Hint: this field can usually be left empty

PPPoE Dial on demand T Enable DialOn-Demand mode
This option causes the interface to operate in dial-on-demand mode, allowing a virtual full time connection. The interface is configured, but the actual

connection of the link is delayed until qualifying outgoing traffic is detected.

4istart| | @ pfSensedocaldomain ... |G CIWINDOW/Sisystem32. .
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0n local area network interfaces tha upstream gateway should be none!. Gateways can be managed by dlicking here.

DHCP6 Client Configuration

Opticns [7] Advanced Configuration [7] Canfiguration Ovarride

Use advaneed DHCP6 configuration options. Overtitle the configuration from this file

Use IPv4 connectivity as [7] Request a IPvE prefix/information through the IPv4 connectivity link
parentinterface

Request only an IPv6 [T] Only request an IPvé prefix, do not requast an IPv6 address
prefix

DHCP6 Prefic | 64 [l

Delegationsize 1\ | in this field is the delegated prefix langth provided by the DHCPYG server. Normally specified by the ISP.

Send IPv6 prefixhint  [] Send an IPv6 prefix hint fo indicate the desired prafix size for delagation
Debug [ Start DHCPS client in debug mode

Reserved Networks

Block private networks [ Blocks traffic from IP addresses that are reservad for private networks per RFC 1918 (10/8, 172.16/12, 192.168/16) and unique local addrasses per
and loopback addresses  RFC 4193 [c00:/7) as well asloopback addresses (127/8). This option should generally be turned on, unless this network interface resides in such a
private address space, tco

Block bogon networks [ Blocks traffic from raserved IP addrasses (but not RFC 1918) or not yet assigned by LANA. Bogons are prefixes that should never appear in the Internet

I

routing table, and so should not appasr as tha source addrass in any packats raceivad

Note: The updata fraquency can be changed under System-=Advanced Firewall/NAT settings

e Feneing LLC view

Configuramos nuestra red LAN y continuamos.

r _[Blx
@ pfsenseocaldomain - Wizard... % LIES
To direct input to this virtual machine, press Ctrl+G.
C 1

€ ) @ | hitps:/i192.166. 10.254nizard photxmi=setup_wizard.xml ] |ﬁ' B 4+ A& & =

COMMUNITY EDITION

Wizard / pfSense Setup / Configure LAN Interface e

Configure LAN Interface

Qn this screen the Local Area Network information will be configured

LANIP Address (10216810 254

Type dhep if this interface uses DHCP to obtain its IP address.

Subnet Mask 24 j

view license]

Astart|| @ pfs: in .. RN C:UWIND @, % 03:57pm
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Las demas interfaces de red locales se configuran de manera similar.

MTU &
If this field is blank, the adaptar’s dafault MTU will be used. This is typically 1500 bytas but can vary in soma cirsumstances
MSS +
I & value is antered in this field, then MSS clamping for TCP connections 1o the value anterad above minus 40 (TCPAP header size) will ba in ffact
Speed and Duplex Default (no preference, typically autaseleet) [+

Explicily set speed and duplex modle for this interface
WARNING: MUST be set 10 autoselect {automatically negotiate spead) unless the port this infarface connects 1o has its spead and duplex foroed.

Static IPv4 Configuration

IPvd Address | 192.168.100.1 s [

1Pu4 Upstream gateway Mone [=]

If this interface is an Intemat connection, select an existing Gateway from the ist or add a nev one using the *Add* button
Onlocal area network interfaces the upstream gateway should be 'none’. Gateways can be managed by clicking here.

Reserved Networks

Block private networks ) Blocks traffic from IP addresses that are reservad for private netvorks per RFC 1918 {10/8, 172.16/12, 192.168/16) and unique local addrassas par
and lecpback addresses RFC 4193 {fc00:/7) as well as loophack addresses (127/8). This option should generally be turnad en, unlass this network interface resides in such a
private addrass space too.

I

Block bogon networks [ Blocks traffic from reserved IP addresses {but not RFC 19718) or not yet assigned by IANA. Bogons ara prafixes that should never appear in tha Internet
routing table, and so should not appaar as the source addrass in any packets raceivad.
Note: The update fraquaney ean be changad under System->Advancad Firewall/NAT settings.

ep Feneing LLC view lic

En esta parte configuramos la contrasefia a nuestro gusto.
' @ pfsensedocaldomain - Wizard... % =T |

To direct input to this virtual machine, press Ctrl+G
€ ) @ | hitpsifi192.168.10.254wizard phpmi=setup_wizard T [ Seard |{} B 9 3 A4 @ =

COMMUNITY EDITION

Wizard / pfSense Setup / Set Admin WebGUI Password e

Set Admin WebGUI Password
On this screen the admin password will be set, which is used to access the WebGUI and also SSH services if enabled

Admin Password N ss0a0s0s

Admin Password AGAIN LITITEES

Electric Sheep Fencing LLC view license]

4istart| | @ pfSensedocaldomain ... |G CIWINDOW Sisystem32. .
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Por ultimo, recargamos la pagina Y estara casi lista nuestra configuracion basica.

() @ | hitps:/i192.166.10.254wizard phpTxri=setup_vizard. sl e ][ Q search lve @ 3+ & ® =

COMMUNITY EOITION

Wizard / pfSense Setup / Reload configuration (2]

Reload configuration

Click Reload to reload pfSense with new changes.

ncing LLC. view licensel

4istart| | @ pfSensedocaldomain ... |G CIWINDOW/Sisystem32. . @ % 10:01p.m,

Daremos en esta opcion y nos llevara a nuestro Dashboard.
e s

(@) @ hips: /152, 166.10.254wizard , vizard $H Search |1} B9 3 A =

Interfaces Firewall v Services Status~  Diagnostics Gold~  Help~

COMMUNITY EDITION

Wizard / pfSense Setup / Wizard completed. (~]

Wizard completed.

Congratulations! pfSense is now configured.
Please consider contributing back to the project!

Click here to purchase services offerad by the pfSense team and find other ways to contribute.

Click hE@ln continue on to pfSense webConfigurator.

@ % 1003pm
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Este es nuestro Dashboard, desde aqui podemos monitorear lo que sucede con nuestro
servidor, RAM, disco duro, CPU, etc.

System Information =X} Interfaces [=Xx] -
Name Ingenieres localdomain F: A ~ manual 192.168.255.2
Version 2.3.2-RELEASE (1386) daLANT + manual 192.168.100.1
built on Tue Jul 19 13:09:39 GOT 2018
FresB5010 5-REL EASE-p ohu GESTION » manual 192.168.254.11
ik LANZ +~ manual 172.16.48.1
Version2.3.2 1 is available. &3
alaLANS + manual 172.16.40.1 £
Platform pfSanse
ik LANA L manual 172.16.44.1
CPU Type Intel(R) Xeon(R) CPU E3-1226 v3 @ 3.306Hz
w hLANS + manual 192.168.101.1

2 CPUs: 2 packaga(s) x 1 cora(s)

Uptime 6 Days 23 Hours 59 Minutes 58 Saconds Traffic Graphs +90

Current date/time Mon Oct 24.12:47:16 COT 2016 In 252 Kbps 10/24/2015 Stitch b bytesfs LAN1
12:47:17 AutoScale (up!
Out 1.51 Mbps Graph shows last 1200 seconds
DNS server(s) * 127.0.0.1 15 Mbps
- 199.85.127.10 "
« 199.85.126.10
Last config change Mon Oct 24-10:43:15 COT 2016 10 Mbps
State table size -
9% (36062/380000) Show siates
5 Mbps
MBUF Usage [ | P
5% (1270/26368)
Load average 0.24,0.33,0.40
YBhoquear
cPU usage _ Irl 105 Mbps 10/24/2016 Switch ko bytes/s LANZ
19% 12:47:17 Autoscale (up!
Out 14.12 Mbps Graph shows last 1200 ssconds
M [o. = = v 60 Mbps
emeryussge 40% of 3807 MiB v
SWAP usage 0% of 8191 MIB
o ! 40 Mbps
Disk usage (/)
0% of 984GIB - ufs A VoM . A .

A partir de este momento instalaremos y configuraremos nuestro servidor como proxy
transparente:

Vamos al administrador de paquetes.

' @ Ingenieros.MyDomain - Statu... % =lglx]
, To direct input to this virtual machine, press Ctrl+ G,

\’(;!ﬂ https: /{192, 166, 10.254 Tl i) |ﬁ' B 9 3+ 4 © =

nterfaces ~ Firewall ~

COMMUNITY EDITION

Advanced
Status/ D Cert. Manager te

General Setup

Name Logout MyDomain s WAN 4 1000baseT <full-duplex- 192.168.1.200

Version Pa:kage%amager EASE (amd64) i LAN 4 1000baseT <full-duplex- 192.168.10.254
=Jul 19 12:44:43 CDT 2016

Routin:
9 0.3-RELEASE-p5

Setup Wizard
nis on the latest version.

Update

Platform User Manager
CPU Type Intel(R) Core(TM) 3-4160 CPU @ 3.606Hz
Uptime 01 Hour 25 Minutes 22 Seconds |
Current date/time SatOct 122:08:02 COT 2016
DNS server(s) *127.00.1

* 200.13.249.101

- 200.13.224.254
Last config change SatOct122:02:45 COT 2016

State table size
0% (20/98000) Show states

MBUF Usage ]
hetps:f192,168,10.254/pkg_mar_installed php 2%(1016/61600) =l

i#5tart| | @ ingenieros.MyDomai... | [ Ci\WINDOWS!system3z, ., @ % 1007pm



Vamos a paquetes disponibles, buscamos el paquete Squid y lo instalamos.
Vs oo \ G i

@ hitps:/j192.166.10.254/pkg_morphp e ][ Q searcn lve @ 3+ & ® =

sen

System / Package Manager/ Available Packages e

Installed Packages ~ Available Packages

Search term Both |

Enter a search string or *nix regular expression to search package names and descriptions

Name Version Description
apeupsd 0.3.91 "apcupsd” can be used for controlling all APC UPS models It can monitor and log the current power and battery status, perform
automatic shutdown, and can run in network mode in order to power down other hosts on a LAN

Package Dependencies:
Y apeupsd-3.14.13

arping 1221 Broadeasts a who-has ARP packet on the network and prints answers. m

Package Dependencies:
Warping-2.15_1

AutoConfigBackup 1.45 Automatically backs up your pfSense configuration. All contents are encrypted before being sent to the server.
Requires Gold Subscription from pfSense Portal.

https:/[192.168.10.254/pkg_mgr.php 11122 Avahiis a system which facilitates service discovery on a local network via the mDNS/DNS-SD protocol suite.

4/ start| | @ Ingenieros.MyDomai... B8 CAWINDOWS\system32, .

€ ) @  hitps://192.168.10.254(pk_mr_install.php <] HO\SEar(h |1} B9 3+ A& 0 =
SYSIENT/ Fackage VIdnager /7 Fackaye MTStaner o

installation successfully completed.

Installed Packages  Available Packages Package Installer

kage Installat
> NOTICE:

The g-igsp-modules port currently does not have a maintainer. As a result, it is
wore likely to have usresolved issuss, not be up-to-date, or even be removed in

the future. To voluntesr to maintain this port, please creabe an issus at:
https:/bugs. freebsd. org/bugzilla

More information sbout port meintainership is available at:

https://wwne. freehsd.org/doc/en/articles/contributing/perts—contributing. htmlfmaintain-port
Message from pfSense-pkg-sequid-0.4.23:

Please visit Services - Squid Proxy Server memn to configure the package and ensble the proxy.
>>> Cleaning up cachs... done.

success j

p Fencing LLC view lic

i start| | @ Ingenieros.MyDomai... B8 CI\WINDOWS|system3z. . @ % 10n4pm
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Una vez instalado vamos a servicios Y seleccionamos Squid Proxy Server.

e ][ Q searcn lve @ 3+ & ® =

@ | hitps:fi152.168.10.254ipky_mgr_install.php

Captive Portal
System / Package Manager/ Package Ins pucp relay %]
DHCP Server
Tk e DHCPV6 Relay
DHCPv6 Server & RA
DNS Forwarder
Installed Packages ~ Available Packages  Package Insta
DNS Resolver
—
(. . . W W W W W W W w Dynamic DNS h S % %N W W% W W W W W W W W
IGMP Proxy
poe B
NTP
https://bugs.freshsd. org/bugzilla
" o 4 4 PPPoE Server

More informatiom about port maintasinership is availa  SNMP

https : / /v, Freehsd. org/dac fen/artioles/consr busing  SWAPIOXYSMRr oo ke nepors

Message from c-icap-modules-0.4.3: 5quid Reverse Proxy
> NOTICE:
UPNP & NAFPMP
The ¢-icsp-modulss port currently doss not have a ma  Wakeon-LAN , it is
more likely to have unresolved issues, not be up-to-ewee, ce cecw oo conoved in e

the future. To volunteer to waintain this port, please create an issue at:

i

https://bugs. freebsd. org/bugzilla

https:/[192.168.10.254/pkg_edit. Jgic=0

start| | @ Ingenieros.MyDomai... (G CIWINDOW/Sisystem3z. .

Estas son nuestras configuraciones para el servidor proxy.

Package / Proxy Server: General Settings / General C@®=l=e -
Genaral Remote Cache Loeal Cache Antivirus ACLs Traffic Mgmt Authentication Users Real Time Sync

General Set

qu as

Enable Squid Proxy Check 10 enable the Squid proxy.
Note: If unchecked, ALL Squid services will be disabled and stopped.

Keep Settings/Data If enablad, the setiings, logs, cache, AV dafs and other data will be preserved across package rainstalls.
Note: If disabled, all settings and data will be wiped on package uninstall/reinstalliupgrade.

Proxy Interface(s) LANT a
GESTION |
LANZ

LA

Tha interfacels) the proxy server will bind to.
Mote: Use CTRL + click to select multiple interfaces.

ProxyPort | 3128

This i5 the port the proxy server will listen on
(Default:3128)

ICP Port
This is the port the proxy servar will send and receive ICP querias 1o and from naighbor caches.
Leava this blank if you dont want the proxy server to communicate with neighbor caches through ICP.
Allow Users on Interface If checked, tha users connected 1o the interfaca(s) selacted in the Proxy interfaca(s) field will be alloved to use the proxy.

There will ba no naed to add the interfaces subnat 1o thelist of allowed subnats.




Haremos las siguientes configuraciones para establecer nuestro servidor

transparente:

Allow Users on Interface

Patch Captive Pertal

Resclve DNS IPv4 First
Disable ICMP
Use Alternate DNS

Servers for the Proxy
Server

arent Proxy

Transparent HTTP Proxy

Transparent Proxy
Interface(s)

Bypass Proxy for Private
Address Destination

Bypass Proxy for These
Source IPs

Bypass Proxy for These
Seuree IPs

Bypass Proxy for These
Destination IPs

If chackad, 1he users connastad 10 he interface(s) selected in the Proxy interfaca(sy field will be allowed to use the proxy.

There will be no naed to add the interface’s subnet 1o the list of allowad subnets

This feature was remeved - see Bug #5594 for details!
If you ware using this feature, double-check Yate/inc/captiveportaling' content for sanity.
Get a sana copy of the file from pf5ense GitHub repository if needed.

Enable this to force DNS IPv4 lookup first. This option is very useful If you have problams accessing HTTPS sites.
7] Check this to disable Squid ICMP pinger helper.
8.8.8.8

If you wrant to use DNS servers other than the DNS forwarder/resolver configured in pfSanse, enter the IP(s) here.
Nete: Separate entries by semi-celens ()

ettings

Enable transparant mode to forward all requests for dastination port 80 to tha proxy server without any additional configuration being necessary.

Note: Transparant mode wil fiter S5L (port 443) if you enable manvinthe-middle options balow
In order to proxy beth HTTP and HTTPS protocols without imtercepting 55 connestions, sonfigure WPADY PAC options on your DNS/DHCP servers

(M3

Tha interface(s} the proxy server will ransparantly intercapt requasts on.
Note: Use CTRL + elick to select multiple interfaces.

[] Do not forward trafficto Private Address Space (RFC 1918} destinations.
Destinations in Private Address Space (RFC 19718) are passed directly through the firewall, not through the proxy server.

Do not forward traffic from these seuree IPs, CIDR nats, hostnamas, or aliases through the proxy server but lat it pass directly through the firewall.
(Applies only to transparent mode.)
Nete: Separate entries by semi-celens ()

Do not forward traffic from these source IPs, CIDR nets, hostnamas, or aliases through the proxy server but let it pass diractly through the firewall.
(Applies only 1o transparent moda }
Note: Separate entries by semi-colons (7)

Da not proxy traffic going to these destinatien IPs, CIDR nats, hostnames, or alizses, but lat it pass directly through tha firewall. (Applies only to
transparent mode.)
Nete: Separate entries by semi-celons ;)

SSL Man In the Middle Filteri

HTTPS/SSL Intercepticn

SSL Intercept
Interface(s)

SSL Proxy port

CA

SSL Certificate Deamon
Children

Remote Cert Checks

[7] Enable S5L filtering.

LANT
GESTION
LAN2
LAN3 ks

Tha interface(s} the proxy server will intercapt S5L raquests on.
Note: Use CTRL + elick to select multiple interfaces.

This is the port the proxy server willlisten on 1o intercept S5L while using transparent proxy.
(Default: 3129)

B

Salact Certificate Authority to use whan 851 interception is enabled.
To create a CA on pf5ense, go 1o System -» Cert Manager.
Install the CA certificate as a Trusted Root CA on each computer you want to filter S5L on 1o avoid SSL error on each connection

This is the number of 531 cartificate deamon children 1o start. If Squid is used in busy ervironments, this may need to ba increased.
Default:5

Accept remote server certificate with errors -

18
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Remote Cert Checks Aecept remote server certifieate with errors -
Do not verify remete certificate

Salect remote SSL eartificate checks to perform
Note: Use CTRL + click to select multiple options.

Certificate Adapt Sets the "Not After' (setValidafter) -
Sats the "Not Before" (setValidBefore)
Sets CN property (setCommonName) -

Pass eriginal 550 server certificata information to the user. Allow the user to make an informad decision on whether te trust the server certificate.
Hint: 5t the subject CN - see fake certificate properties decumentation fer details

Enakle Access Logging This will enable the access log.

Warning: Do not anabla if disk capacity is low.

Log Stere Directory Jvar/squidylogs

Tha directory whera thelogs will be storad. This is also usad for logs other than the Access Log above
Default- /var/sguidy/logs
Note: Do NOT include the trai

g / when setting a custom location.

RotateLegs |8

Defines how many days of logfiles will be kept. Rotation is disabled if laft empty.

m

Log PagesDenied by [7] Makes it possible for SquidGuard denied log to be included on Squidlogs

SquidGuard  ngte: This option will only workif you include the code below in your sgerror.php file.

This forees the client browser to send a second request 1o Squid with the denied string in URL.

$sge_prefix = (prag_maten(/\?/", SlluT) 787",
$strll = < iframe > sre=", Scl[u] . $sge_prafix . 5gr=ACCESSDENIED" width="" height="" > /iframa ;

Hint: You MUST remeve extra spaces in the above iframe HTML tags.

Finalizamos guardando nuestra configuracion.

eaders Handling, Langu and Other Customization:

Visible Hostname | Ingenieros

This is the hostname 1o be displayed in proxy server error messagas.

Administrators Email | soportemillenium@gmail com

This Is the email address displayed in error messages to the users.

Error Language en [=

Selact the language in which the proxy servar will display error messages to users

X-Forwarded Header | transparent [=]

Mode Squid will append your client’s IP address in the HTTP requests it forwards. The header looks like: X-Forwarded-For: 192.1.2.3.

off: Squid will NOT appand your client’s IP addrass in the HTTP requests it forwards. The header looks like: X-Forwardad-For: unknown
transparent: Squid will not alter the X-Forwarded-For header in any way.

delete: Squid will delete the entire X-Forwardad-For header.

truncate: Squid will remove all existing X-Forwarded-For header antrias and placathe elient’s IP address as the only headar entry.

Defaultzon
Disable VIAHeader 7] If not set, Squid will inelude 2 Yia headar in requasts and replies as raquired by REC2676.

URI Whitespace strip [=]

Characters Handling oy io: 11.c whtaspace charasters ars strippad out ofthe URL This 5 the behavior recormmendad by RFG2306. deny: The raquast 1s deniad. The user

recaives an "lnvalid Request' message. allow: The request is allowed and the URIis not changed. Tha whitaspace characters remain in the URI. encede:

Tha reguest is allowed and the whitaspace characters ara encoded acsording 1o REC1738. chop: The request is allowead and the URI is chopped at the
first whitespace.

Suppress Squid Version

Suppresses Squid varsion string info in HTTP headers and HTML error pages if enablad
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Ahora nos dirigimos a la pestafia de local cache.

Package / Proxy Server: Cache Management / Local Cache C@=lm=e

I

General Remote Cache Local Cache Antivirus ACLs Traffic Mgmt Authentication Users Real Time Syne

Squid Cache General Sett

Cache Replacement Heap LFUDA E|
Policy

Tha eache raplacemant policy decides which objects will remain in cache and which objects ara replaced o create space for the new objacts

Heap LFUDA; Kaaps popular objects in eache ragardless of their size and thus optimizas byte hit rate at the expense of hit rate.
Heap GDSF: Optimizas objact-hit rate by keaping smaller, popular objects in cache.

Heap LRU; Works like LRU, but uses a heap instead.

LRU: Keaps recently referanced objects (1.2, replaces the object that has not been aceessed for the longest time).

Please sae cache_replacement_policy documentation for additional details.

Default: heap LFUDA

Low-Water Markin % 90
The low-water mark for AUFS/UFS/diskd cache object aviction by the cache raplacement_policy algarithm.
Cache replacemant bagins when the swap usage is above this low-water mark and attempts to maintain utilisation near the low-water mark.
Plaase see cache_swap_low documentation for additional deatails.

High-Water Markin % 95

The high-water mark for AUFS/UFS; diskd cache object avietion by the cache_replacerment_poliey algorithm
As swap utilization increases towards 1his high-water mark, object eviction bacomes more agressive.
Plaase see cache_swap_high documentation for additional details

Do Not Cache

Squid Hard Disk Cache Settings i

Hard Disk Cache Size 1000000

Amount of disk spaca (in megabytes) to use for cached objects

Hard Disk Cache System ufs E|
This spacifies tha kind of storaga system to use
ufs - the old well-known Squid storage format that has always been there.
aufs- uses POSIX threads to avoid blocking the main Squid process on disk I/0. {Formarly known as async-io)

diskd - uses a separata process o avoid blocking the main Squid procass on disk 140
null - does not use any storage. Ideal for Embedced/ NanoBSD.

Please sea cache_dir documentation for additional details

Clear DiskCache NOW  Hard Disk Cache s automatically managed by swapstate_chack php seript which is schadulad to run daily via cron
The script will only clear the disk cache on the following eonditions

m

~if the swap.state file is taking up more than 75% of disk space;
- ortha drive is Q0% full and swap state s largerthan 168,

If you wish to clear cache immediately, prass the | Clear Disk Cache NOW | button.

Level 1 Directories 16 E|
Each lavel-1 directory contains 256 subdirectories, 50 a valua of 256 level-1 directories will use a 1otal of 65536 directories for the hard disk cache.
This will significantly slow down the startup procass of the proxy service, but can spaed up the caching undar cartain conditions.
Hard Disk Cache Location | jvar/squid/cache

This is the dirastory where the cache will be stored. If you changa this loeation, Squid needs 1o make a new cache, this could take a whils.
Default: fvar/squid/eache
Note: Do NOT include the trailing / when setting a custom location.

Minimum Object Size 0

Objects smaller than the size speeified (in kilcbytes) will not ba saved on disk.
Default: 0 {meaning there is no minimumy



Minimum Object Size

Maximum Object Size

0
Objects smaller than the size spaeified (in kilobytes) wil not be saved on disk.
Default: 0 {meaning there is no minimum)

50

Objects larger than the size specifiad (in megabytes) will not be saved on disk
Hint: If increased spead is more important than saving bandwidth, this should be set to a low value.
Default:2 (MB)

Squid Memory Cache Settings

Memory Cache Size

Maximum Object Size in
RAM

Memery Replacement
Palicy

2048

Spacifies the ideal amount of physieal RAM (in magabytas) to be used for In-Transit objects, Hot Objects and NegativerCached objects.
Plaase sae cache_mam documentation for additional details.
This valu should not exeeed 50% of the installed RAM. The minimum valueis TMB.

Default: 64 (MB)

512

Objects greater than this size (in kilobytes) will not be attempted 1o kept in the memory cache.
Dafault: 256 (KE)

Heap GDSF [l
The memory replacement poliey determines which objects ara purged from memory when space is neaded.
Heap GDSF: Optimizes object-hit rate by keeping smaller, popular ohjacts in cache:
Heap LFUDA: Keeps popular objects in cache regardless of thair size and thus optimizes byte hit rate at the expense of hit rate.
Heap LRU: Works like LRU, but uses a haap instead

LRU: Keeps recently referenced objects (i.e., replaces the object that has not been accessed for the longest time)
Plaase see cache_replacemeant_policy documentation for additional details

Default: heap GDSF

Dynamic and Update Content

Panha Mnamis Pantant

1 Calant 4n anahla mashind af donamin santant

Por ultimo, salvamos la configuracion.

Memery Replacement
Palicy

Detault: 256 (KB)

Heap GDSF [l

The memory raplacement policy determines which objects are purged from memory when space is neaded.

Heap GDSF: Optimizes object-hit rate by keeping smaller, popular ohjacts in cache:

Heap LFUDA: Keeps popular objects in cache regardless of thair size and thus optimizes byte hit rate at the expense of hit rate.
Heap LRU: Works like LRU, but uses a haap instead

LRU: Keeps racently raferenced objects i.e., replaces the object that has not been accessed for the longast time)

Please see cache_replacemeant_policy documentation for additional details

Default: heap GOSF

Dynamic and Update Content

Cache Dynamic Content

Custom refresh_patterns

[7] Salect to enable caching of dynamic content.

With dynamic cache enabled, you can also apply rafrash_patterns to sites like Windows Updates

Neotes:
- Squid wiki suggests setting Finish transfer if lass than x KB remaining’ on Traffic Mgmt'tab to -1 {but you can apply your own values to control cacha).
- Sat Maximum Download Size' on Traffic Mgmt' tab to a value that fits patterns your are applying.

Enter custom refrash_patterns for batter dynamic cache usage.
Note: These refresh_patterns will only be included if ‘Cache Dynamic Content is enabled.

ep Feneing LLC view
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Ahora configuraremos un antivirus para nuestro servidor proxy.
' @ Ingenieras, MyDomain - Packa... %

€)@ hiips [1192.168.10.254 kot quid_anti leid=0 e ][ Q searcn | @ +F & © =

sen

WMUNITY EDITION

Package / Proxy Server: Antivirus / Antivirus o= =@

General Remote Cache Local Cache Ahpivirus ACLs Traffic Mgmt Authentication Users Real Time Syne

ClamAV Anti-Virus Integration Using C-ICAP

Enable [ Enable Squid antivirus check using ClamAV.

Client Forward Options Send both client username and IP info (Default) j

Select what client info to forward to ClamAV.

Enable Manual disabled j

Configuration . abled, the options below no longer have any effect

You must edit the configuration files directly in the ‘Advanced Features’
Warning: Only enable this if you know what are you doing.

:]Aﬂer enabling manual configuration, click this once to load default configuration files

To disable manual configuration again, select 'disabled’ and click 'Save.

Redirect URL
When a virus is found then redirect the user to this URL
Leave empty to use the default Squid/pfSense WebGUI URL
Example: http//proxy example.com/blocked html
hetpsi/[192.168.10,254/pkg_edt. | anti Iiid=0 ]
4 /start|| @ IngenierosMyDomai. E9 % mozpm
ClamAV An us Integration Using C-ICAP =

Enable ¥ Enable Squid antivirus check using ClamAV.

Client Forward Options | Send both client username and IP info (Default) -l

Select what client info to forward to ClamAV.

Enable Manual disabled j

Configuration . cnabled, the options below no longer have any effect

You must edit the configuration files directly in the ‘Advanced Features’
Warning: Only enable this if you know what are you doing.

[:]Aﬁer enabling manual configuration, click this once to load default configuration files,

To disable manual configuration again, select ‘disabled’ and click ‘Save'

Redirect URL
When a virus is found then redirect the user to this URL

Leave empty to use the defautt Squid/pfSense WebGUI URL
Example: http://proxy.example.com/blocked. html

Google Safe Browsing I Enables Google Safe Browsing support.
Google Safe Browsing database includes information about websites that may be phishing sites or possible sources of malware.
Note: This option consumes significant amount of RAM.
Important: Set 'ClamAV Database Update' below to 'every 1 hours' if you want to use this feature!

Exclude Audio/Video ¥ This option disables antivirus scanning of streamed video and audio
Streams
ClamAV Database Update every 24 hours j

Optionally, you can schedule ClamAV definitions updates via cron
Select the desired fraquency hera

AR Click to updata AV databases now.

Nata: Thic will taka a whila Chark frachelam lnn an tha 'Raal Tima' tah far nrnaracs infarmatinn LI
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Y guardamos la configuracion.

When a virus is found then redirect the user to this URL
Leave empty to use the default Squid/pfSense WebGUI URL.
Example: http//proxy example.com/blocked html

=

Google Safe Browsing ' Enables Google Safe Browsing support.
Google Safe Browsing database includes information about websites that may be phishing sites or possible sources of malware.
Note: This option consumes significant amount of RAM.
Important: Set 'ClamAV Database Update' below to 'every 1 hours' if you want to use this feature!

Exclude Audio/Vides  [¥ This option disables antivirus scanning of streamed video and audio
Streams
ClamAV Database Update every 24 hours =l

Optionally, you can schedule ClamAV definitions updates via cron.
Select the desired frequency here.

FS-RUERERYA Click to update AV databases now.

Note: This will take a while. Check freshclam log on the 'Real Time' tab for progress information

Regional ClamAV United States j

Database Update Mirror
Select regional database mirror

Note: It is strongly ded to choose hing here andjor configure your own mirrors manually below. The default ClamAV database mirror
performs extremely slow.

Optional ClamAV
Database Update Servers

Enter ClamAV update servers here, or leave empty.
Note: For official update mirrors, use db.XY.clamav.net format. (Replace XY with your country code.)
Note: Separate entries by semi-colons (;)

Sheap Fencing LLC. view license

Vamos a la pestafia de ACLs y permitimos las subredes en donde aplicaremos nuestro
proxy transparente.

Firawall ~ VPN~  Status~  Diagne Gold~  Help~

COMMUNITY EDITION

Package / Proxy Server: Access Control / ACLs C@=m=e
General Remote Cache Local Cache Antivirus ACLs Traffic Mgt Authentication Users Real Time Syne 3
Squid Access Control Lists

Allowed Subnets [tsz.168.100.0/22

172.16.48.0/22 L4
172.16.40.0/22

172.16.484.0/22

192.168.101.0/24

Enter subnets that are allowed to use the prosy.

The subnets must be expressed as CIDR ranges (2..:192.168.1.0/24).

The proxy interface subnet is already an allowed subnet. All the other subnets won't be able to use the prosy.
Note: Put each entry on a separate line.

Unrestricted IPs

Enter unrestricted IP address(es) / natwork(s) in CIDR format.
Configured entries will NOT be filtered out by the other access control directives set in this page.
Note: Put each entry on a separate line.

Banned Hosts Addresses
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Agregamos los puertos basicos que se permitiran en el servidor y salvamos los cambios.

Destination domains that will be blocked for the users that are allowed fo use the proxy. -
Note: Put each entry on a separate line. You also can use regular expressions

Block User Agents

Enter user agents that will be blocked for the users that are allowed to use the proxy.
Note: Put each entry on a separate line. You also can use regular expressions

Block MIME Types (Reply
Only)

Enter MIME types that will be blocked for the users that are allowed to use the proxy. Useful to block javascript (application/javascript).
Note: Put each entry on a separate line. You also can use regular expressions

Allowed Ports

ACL SafePorts 80443

This is a space-separated list of "safe ports” in ad n to the predefined default list.
Default list: 2170 80 210 280 443 488 563 591 631 777 901 1025-65535

ACL SSLPorts 443

This is a space-separated list of ports to allow SSL "CONNECT" to in ad
Defaultlist- 443 563

ion to the predefined default list

Electric Sheep Fencing LLC view license

Con esta configuracion los usuarios ya deberian poder navegar en internet, para verificar
esto nos iremos a la pestafia “Real time”, desde aca podemos administrar y observar a qué
tipo de paginas estan accediendo los diferentes usuarios

General Remote Cache Loeal Cache Antivirus ACLs Traffic Mgnmt Authentication Users Real Time Syne -
Filtering
Max|ines: [ I L
Max. lines to be displayed.
String filter:

Enter a grep-like string/pattern to filter the log entries.
E.g.:usarname, IP address, URL
Use ! o invert the sense of matching (1o select non-matehing lines).

Squid Access Table

Squid - Aceess Logs

Date IFP Status Address UserDestination
2410.201612434717216.4040  TCP_MISS/200 httpdl delivery. mp microsoft.com/filastreamingservice/filas/e0d78bac-8bdd-455h- - 13107450
801b-32dda6065d73
2410.201612434717216.40.76  TCP_MISS/200 http#alog.umeng.com/app_logs - 110.173.196.36
2410.201612:434717216.40.252  TCP_MISS/200 httpfedn_snipar3d fungames-forfree com/bundles/android/ 908/ WeapanPartRPG 7 MissilaStora - 54.230.163.168
2410.2016124347172.16.50.206 TCP_MISS/206 httpir6—sn-cvh7In7e.googlevideo_som/videoplayback? - 173194136172
24.10.201612:43:47172.16.51.205 TCP_MISS/301 httpfg.saipmsn com/85E/4137 - 6555282
24102016 12:434717216.40.146  TCP_MISS/200 httpd billyaffeontant.com/gw? - 6221287141
24102016 124347192 168101 214TCP_MISS/200 http#figedn-photes-h-a.akamaihd.net/hphotos-akxpa1/151.2885-15/5150x150/e - 237318041

35/135531962_657246394428223_855013838.n pg
24.10.201612:43:47172.16.4025  TCP_MEM_HIT/200httpo v w.bbm.com/appinfo/ver/Andreid json - -

24.10.2016 1243:47172.16.40.146  TOP_MISS/302  hitpéd billyaffcontent.com/d/499356028 5ae368287 - 6221287141
24.10.2016 1243:47172.16.40.218  TEP_MISS/200  hitpseaglobaktrack-prod-1116723899.ap-northeast- .alb.amazonaws.com/api/1/tracking - 54.250.232.230
24.10.2016124347172.16.40.81  TEP_MISS/200  hitp/ads mopub.com/m/ad? - 19244684
24.10.20161243:47172.16.40.5  TOP_MISS/200  hitpmy mobfex com/reguest php? - 18417219251
24.10.20161243:47172.16.40.5  TOP_MISS/200  hitp#my.mobfex com/reguest php? - 184172.192.60
24.10.2016 124347172.16.40.195  TEP_MISS/503  hitpfinputcloudapi funnytap.com/inputeloudapi/lang/isLangSupport? - 5274134214
24.10.2016 12:43:47192.168.101_214TCP_MIS5/200 http=igedn-photos-g-a.akamaihd.net/hphotos-ak-xpa1/151.2885-15/5150x150/& - 23.73.180.27

35/13534425_551793501660238_872862273_n jpg

Squid Cache Table

Ol Pl | an



Se recomienda reiniciar el servicio squid una vez finalizada la configuracion.

Package / Proxy Server: General Settings / General C® == =
Genaral Remote Cache Loeal Cache Antivirus ACLs Traffic Mgt Authentication Users Real Time Syne

uid General §

Enable Squid Proxy [} Check 10 enabla the Squid proxy.
Note: If unchecked, ALL Squid services will be disabled and stopped.

Keep Settings/Data If enabled, the settings, logs, cache, AV defs and other data will be preserved across package reinstalls
Note: If disabled, all settings and data will be wiped on package uninstall/reinstalljupgrade.

»

Proxy Interface(s)

The interface(s) the proxy servar will bind to.
Nete: Use CTRL + click to select multiple interfaces.
Proxy Port 3128
This is the port the prosy server will listen on
(Default:3128)
ICP Port
This is the port the proxy server will send and receive ICP quaries to and from neighbor caches.

Leava this blank if you don't want the proxy server to communicate with neighbor caches through ICP.

Allow Users on Interface If checked, tha users eonnectad 1o the interface(s) selected in the Proxy interface(s) field will ba allowad to use the proxy.

There will ba no naed to add the interface’s subnat 10 the list of allowad subnets

Ahora nos dirigiremos a la opcion “Traffic Graph”

Captive Portal

Package / Proxy Server: General Settings / General CARP (failover) CO=E =6 3
Dashboard

General Remote Cache Loeal Cache Antivirus ACLs TrafficMgmt  DHCP Leases Users Real Time Syne —

DHCPvE Leases

Gateways
Enable Squid Proxy Check 10 enable the Squid proxy. ¥

Note! If unchecked, ALL Squid services will be disabled and stop  Interfaces

IPsac
Keep Settings/Data If enabled, the settings, logs, cache, AV defs and other data will ige reinstalls.

Load Balancer

Note: If disabled, all settings and data will e wiped on package 5.
Monitoring

Proxy Interface(s) Notes

NTP
OpenvPN

The interface(s) the proxy servar will bind to.

Rete: Usa CTRL + dlick to select multiple imarfaces. Package Logs
Quauas

ProxyPort 3128

Sarvicas

This is the port the prosy server will listen on

(Default: 3128) Squid Proxy Reparts

16P Port System Logs

Traffic Graph

Thisis the port the proxy servar will send and raceivaICP quariestc | 0o o .

Leavathis blank if you don't want the proxy servar 1o communicatt  UPnP & NAFPMP wugh ICP.

Allow Users on Interface If checked, tha users eonnectad 1o the interfaca(s) selected in the Proxy interface(s) field will be allowed to use the proxy.

Thera will be no naed to add the interface’s subnat 1o the list of allowad subnets
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En esta seccién nos encontraremos con tablas en donde podemos analizar los diferentes
usuarios que estan accediendo por las diferentes redes, ademéas de analizar anchos de
banda de entrada y salida.

Firawall = a Gold~  Halp~
COMUUNITY EDITION

Status / Traffic Graph e

Graph Settings

LANS 7] Bandwidthin B ocal [F] [ Paddress =
Interface Sort by Filter Display
Traffic Graph
10j24i2016 Switch b bytes)s Host IP Bandwidth | Bandwidth Out
gl t ‘2¥.39‘513M|\E|)Es 1215951 AutoScals (up! LAN3 o andut " andwi N
ut 4. ps Groph shows lask 360 seconds 172.16.40.27 5.97M Bits/sec 206.25k Bits/see
&0 Mbps
172.16.40.57 4.33M Bits/see 152.11k Bits/see
172.16.40.252 3.91M Bits/sec 87.66k Bits/ s
40 Mbps
172.16.40.208 3.82M Bits/sec 110.74k Bits/ sec
172.16.40.15 2.18M Bits/sec 75.82k Bits/see
20 Mbps
172.16.40.236 2.17M Bits/sec 182.27k Bits/ sec
172.16.40.74 1.84M Bits/sec 97.11k Bits/ sec
N
1721640118 1.74M Bits/sec 64.73k Bits/see
172.16.40.206 1.51M Bits/sec 64.45k Bits/ see
172.16.40.116 1.45M Bits/sec 953.26k Bits/ sec

p Fencing LLC

Ahora nos iremos para el apartado de Firewall, en donde observaremos las reglas basicas
para permitir trafico y navegacion en las diferentes redes, para hacer esto iremos a
Firewall y luego Rules.

Firewall ~ . Status Diagnostics + Gold = Help «
COMMUNITY EDITION

Firewall/ Rules/ LAN3 =W Ee
Floating WAN LA GESTION LANZ LAN3 LARN LANS
—

Rules {(Drag to Change Order)

States Protocsl Source Port  Destination Port  Gateway Queue Schedule Description Actions
[T ¥ 1/90KB 1Py ICKP @ © e * * none Lo 000
[l &  10/-88850441 8 IPya * * *® * * hone LoD
B ¢ 0/17KB IPv6 * * * * * * hone K dim[%]]

encing LLC
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Significados en Pfsense

Se destacan en el proxy transparente pfsense las opciones mas importantes, su
respectiva traduccion y explicacion, las demas opciones no se destacan ya que son
opciones por defecto:

e Enable Squid Proxy: Marcar para habilitar el squid proxy, si no se marca, todos
los servicios de squid estaran deshabilitados y detenidos.

e Keep Settings/Data: Si se marca, los ajustes, registros, caché, antivirus y otros
datos serdn preservados a través de la reinstalacion de paquetes, si esta
desactivada, todos los ajustes y los datos seran eliminados en el paquete de
desinstalacion / reinstalacion / actualizacion.

e ICP Port: Este es el puerto del servidor proxy enviara y recibira las consultas ICP
hacia y desde cachés vecinas, dejar en blanco si no desea que el servidor proxy se
comunique con cachés vecinas mediante ICP.

e Allow Users on Interface: Si se selecciona, los usuarios conectados a la interfaz
seleccionada en el campo de “Proxy interface(s)” se permitiran para usar el proxy,
no habrd necesidad de afiadir la subred de interfaces a la lista de subredes
permitidas.

e Resolve DNS IPv4 First: habilitar esto para forzar la busqueda de DNS IPv4
primero, esta opcion es muy Util si tienes problemas accediendo a sitios HTTPS.

e Disable ICMP: Activar esto para desactivar la ayuda de ping ICMP squid.
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Bypass Proxy for Private Address Destination: No reenviar el tréfico a destino de
espacio a direcciones privadas (RFC 1918), destinos en espacio de direcciones
privadas son pasadas directamente a través del firewall, no a través del servidor
proxy.
Enable Access Logging: Esto permitird el acceso al registro, advertencia: no
activar si la capacidad del disco es baja.
Rotate Logs: define cuantos dias de los archivos de registro se mantendran. La
rotacion se desactiva si se deja vacio.
Error Language: Seleccione el idioma en el que el servidor proxy mostrard los
mensajes de error a los usuarios.
X-Forwarded Header Mode:
On: Squid anexara la direccion IP en la solicitud reenviar HTTP. El encabezado
parece: X-Forwarded-For: 192.1.2.3.
Off: Squid no anexara la direccion IP del cliente en la solicitud reenviar HTTP. El
encabezado parece: X-Forwarded-For: unknown
Transparent: Squid no alterara el encabezado de ninguna manera.
Delete: Squid eliminara todo el encabezado.
Truncate: Squid eliminara todas las entradas de encabezado existentes X-
Forwarded-For y coloca la direccion IP como la Unica entrada de encabezado.
URI Whitespace Characters Handling: Identificador uniforme de recursos (URI),
es una cadena corta de caracteres que identifica inequivocamente un recurso

(servicio, péagina, documento, direccion de correo electrénico, enciclopedia, etc).



29
Normalmente estos recursos son accesibles en una red o sistema basado en el
Protocolo IP.
Strip: Los espacios en blanco son despojados de la URI. Este es el
comportamiento recomendado por RFC 2396.
Deny: La solicitud es denegada. El usuario recibe un mensaje de “solicitud
invalida".
Allow: Se deja que la solicitud y la URI no se cambie. Los espacios en blanco
permanecen en el URI.
Encode: e permite que la peticion y los espacios en blanco estén codificados de
acuerdo con RFC 1738.
Chop: Se permite que la solicitud y la URI se corte en el primer espacio en
blanco.
Cache Replacement Policy: La politica de sustitucion de caché decide qué objetos
permaneceran en la memoria caché y qué objetos se sustituyen para crear espacio
para los nuevos objetos.
Heap LFUDA: Mantiene los objetos populares en la memoria caché,
independientemente de su tamafio y por lo tanto optimiza la tasa de éxito de bytes
a expensas de la tasa de éxito.
Heap GDSF: Permite optimizar el indice de aciertos a objetos manteniendo los
objetos mas pequefios, objetos populares en la memoria caché.

Heap LRU: Funciona como LRU, pero utiliza un montén en su lugar.
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LRU: Mantiene recientemente objetos referenciados (es decir, sustituye el objeto
que no ha sido visitado por mas tiempo).
Do Not Cache: Introduzca dominio () y / o direccion IP (es) que nunca deben ser
almacenados en caché.
Hard Disk Cache Size: Cantidad de espacio en disco (en megabytes) que se
utilizara para los objetos almacenados en caché (no usar mas del 50% de la
memoria total de nuestro servidor ya que squid siempre en su momento puede
usar mas).
Hard Disk Cache System: Esto especifica el tipo de sistema de almacenamiento
de usar.
ufs: El viejo conocido formato de almacenamiento de squid que siempre ha
estado alli.
Minimum Object Size: Los objetos mas pequefios que el tamafio especificado (en
kilobytes) no se guardardn en el disco, por defecto: O (es decir, no hay un
minimo).
Memory Cache Size: Especifica la cantidad ideal de RAM fisica (en megabytes)
gue se utilizara para los objetos en transito, objetos calientes y objetos en caché
negativo, este valor no debe exceder de 50% de la RAM instalada. El valor
minimo es de 1 MB.

Maximum Object Size in RAM: Objetos mayores que este tamafio (en

kilobytes) no se intentardan de mantener en la memoria caché, por defecto:

256 (KB).
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e Memory Replacement Policy: La politica de sustitucibn de memoria determina
qué objetos se limpian de la memoria cuando se necesita espacio.
Heap GDSF: Permite optimizar el indice de aciertos a objetos manteniendo los
objetos mas pequefios, objetos populares en la memoria caché.
Heap LFUDA: Mantiene los objetos populares en la memoria caché,
independientemente de su tamafio y por lo tanto optimiza la tasa de byte de éxito
a expensas de la tasa de éxito.
Heap LRU: Funciona como LRU, pero utiliza un montdn en su lugar.
LRU: Mantiene recientemente objetos referenciados (es decir, sustituye el objeto
que no ha sido visitado por mas tiempo). La politica de sustitucion de memoria

determina qué objetos se limpian de la memoria cuando se necesita espacio.

Titulo 2

Usa los subtitulos consistentemente. Revisando constantemente el espaciado,
mayusculas y puntuacion.
Titulo 3. El uso de estilos es de ayuda a la hora de generar una tabla de contenidos. Este
documento de ejemplo usa los titulos, subtitulos y demas estilos para generar
automaticamente la tabla de contenido, lista de tablas y lista de figuras. Este documento
esta configurado para seguir las normas APA.

Titulo 3. Aca puede ir otra idea del documento.



Capitulo 2

Usuarios y contrasefias
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Nombre-Sistema Operativo

Usuario

Contrasefia

Vmware ESXi-Vmware ESXi 5.5

Proxy Pfsense-Pfsense 2.3.2




